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(54) Shared memory access control 

(57) When a memory request for exclusive access to a block 
of memory is granted, the starting address for that block of 
memory is placed in a register bank 313, thereby opening a 
semaphore. The starting address of a memory block of a 
subsequent memory access request is compared with the 
starting addresses corresponding to open semaphores within 
the register bank and access is denied if a match is found. 
The starting address associated with a request which is 
denied access is placed in a temporary buffer 32 and the 
request is later granted access after the corresponding open 
semaphore becomes closed. A request which is granted 
memory access to a memory block which results in an open 
semaphore, has exclusive access to that block of memory 
until the semaphore is closed. 
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SHARED MEMORY ACCESS AND DATA STRUCTURE ACCESS CONTROL 

Field of the Invention 

The invention relates generally to memory access 
control of a shared memory of a telecommunications system and more 
specifically to a method and circuit for implementing semaphores in 
a shared memory system. 

Background of the Invention 

Telecommunications systems often include a pair of duplex 
processors running in synchronous operation. This arrangement 
provides a redundant system wherein a failure of one of the 
processors typically results in the other of the processors taking 
over all processing operations while the faulty processor is taken 
out of service and replaced. 

It is common for systems to depend upon the execution of 
sizeable programs consisting of a large amount of object code for 
their operation. The object code is related to both call 
processing, and to the maintenance of the telecommunications system 
itself. These programs are usually written in a high-level 
procedural language which is subsequently compiled into low level 
executable object code. It is not uncommon for programs such as 
those related to telecommunications systems to be comprised of 
several million lines of code which may take teams of programmers 
years to develop. 

In a uniprocessor system or in a synchronous duplex 
processor system, instructions are executed one at a time, in a- 
sequential, manner. However, in such systems, it has been found 
advantageous to implement a "multitasking" scheme whereby tasks 
comprising numerous lines of code are executed on a scheduled basis. 
One task may be swapped out while several others are sequentially 
swapped in and out before the first one is completed. A task, often 
termed a "process", may utilize a number of subroutines each made up 
of a number of lines of code. When a task is swapped in, the 
processor executes the task for a predetermined amount of time, 
until a scheduler swaps out that task and swaps in another task. 
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The term swap is used here to mean exchange. Instances do occur 
however, when a task is reading and writing data to a particular 
memory location while other tasks require reading access to that 
same memory location. In such a case it is essential that some 
exclusionary mechanism be employed to prevent access to memory until 
the previous task is complete. In an event where it is essential 
for a particular procedure within a task to complete, or for the 
task itself to complete, the processor executing that procedure or 
task may be forced into an uninterruptable state until the procedure 
or task is complete. This uninterruptable state is frequently 
achieved by the assertion of a global locking mechanism during which 
the task being performed has exclusive access to the processor and 
its associated memory banks while the swapping in of other tasks is 
temporarily halted. Such a global locking scheme has been found to 
be adequate for a uniprocessor system since the processor is not 
held up in a waiting state. 

Whenever a uniprocessor data handling system is replaced 
•with a multiprocessor system it is desirable to run code already 
developed for the uniprocessor system on the multiprocessor system. 
However, in a multiprocessor system wherein a task is being executed 
by a first processor while a global lock condition is asserted, 
other processors are locked out of the shared memory. These other 
processors have to wait until global lock is de-asserted before 
memory can be accessed, resulting in the other processors being idle 
for that period of time. This problem may be solved by the 
implementation of a mechanism which provides the capability of 
locking and unlocking discrete portions of the shared memory. 

It is therefore an object of the invention to provide a 
method of managing access to a readable, alterable, shared memory in 
a multiprocessor based system. It is a further object to provide a 
method of contention avoidance between processors attempting to 
access the same memory space. 
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Summary of the Invention 

In accordance with the invention there is provided a method 
of managing a shared memory in a telecommunications system having a 
plurality of processors each capable of accessing discrete data 
structures within the shared memory and for controlling access by 
one of the processors to any one of the data structures within the 
memory, the method comprising the steps of: 

(a) storing a plurality of addresses in a memory bank each address 
being a starting address of a data structure and corresponding to an 
open semaphore; 

(b) comparing the starting address of a requested data structure 
with the addresses in the memory bank to determine the presence of 
an open semaphore for the requested data structure; 

(c) granting memory access to the requested data structure if the 
starting address of the requested data structure is not in the 
memory bank and if a semaphore is not required; 

(d) if the starting address of the data structure is not in the 
memory bank, opening a semaphore storing the starting address of the 
requested data structure into the memory bank if a semaphore is 
required; and 

(e) if the starting address of a requested data structure matches 
an open semaphore in the memory bank, temporarily storing the 
starting address of the requested data structure until the 
corresponding open semaphore becomes closed at which point access to 
the requested data structure is granted. 

From another aspect of the invention in a 
telecommunications system having a plurality of processors each 
capable of accessing a shared memory containing discrete data 
structures, there is provided a method of controlling access by one 
of said processors to any one of the data structures within the 



shared memory if the data structure is not being accessed by another 
of the processors, the method comprising the steps of: 

(a) comparing the starting address of the requested data structure 
with a plurality of starting addresses stored in a memory, each of 
the starting addresses being associated with a respective data 
structure of the shared memory; 

(b) granting memory access to the requested data structure and 
storing the starting address of the requested data structure in the 
bank of addresses if the starting address of the requested data 
structure does not match any of the starting addresses in the bank 
of addresses; and 

(c) repeating step (a) if memory access was not granted in step 
(b). 

From another aspect, the invention provides, in a 
telecommunications system having a plurality of processors each 
capable of accessing discrete data structures within a shared 
memory, a circuit for managing the shared memory and for controlling 
memory access by one of the processors to a requested data structure 
within the memory, comprising: 

a memory bank for storing a plurality of addresses wherein 
each address is a starting address of a data structure and 
corresponds to an open semaphore; 

means for comparing the starting address of a 
requested data structure with the addresses in the memory bank of 
addresses to determine the presence of an open semaphore for the 
requested data structure; 

storage means for temporarily storing the starting address 
of the requested data structure until a corresponding open semaphore 
stored in the memory bank becomes closed; and 

logic circuit for granting memory access to the 
requested data structure if the starting address of the requested 
data structure was not in the bank of addresses, and for granting 
memory access to the requested data structure upon a corresponding 
open semaphore becoming closed. 
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Brief Description of the Drawings 

An embodiment of the invention will be described in 
conjunction with the accompanying drawings in which: 

Figure 1 is a block diagram of a multiprocessor 
system having a shared memory in accordance with the invention; 

Figure 2 is a block diagram of a memory module as 
shown in Figure 1; 

Figure 3 is a circuit block diagram of a semaphore 
controller shown in Figure 2; and 

Figure 4 is a circuit block diagram of the semaphore 
controller shown in Figure 3 and illustrating command and tagging 
fields. 

» 

In figure 1, M processors 14 are shown each coupled to L 
shared memory modules 12 by an LxM switch 13 and to N link handlers 
16 via an (L+M) x M switch 15. The link handlers 16 provide 
interfacing between the processors 14 and transmission links to 
other facilities. 

As shown in figure 2, each memory module 12 comprises a 
memory 17 coupled to memory access control circuitry 18 which 
includes a semaphore controller 20, a memory controller 21, and 
input and output queues 22 and 23 respectively. Each input queue 22 
and output queue 23 includes a first-in first-out (FIFO) buffer for 
queueing and storing memory requests and interface circuitry for 
providing the transmission and reception of memory requests to and 
from the processors 14. 

The semaphore controller 20 provides a mechanism for 
opening semaphores and releasing semaphores. In the instance that a 
processor requests access to a data structure stored in a shared 
memory module 12, a semaphore may be opened thus giving exclusive 
access to the data structure. Any request from one of the other 
processors for the same data structure having an associated open 
semaphore is considered to be in conflict and is held in abeyance. 
When the semaphore is released, another request for that data 
structure may be granted. 




The memory controller 21 executes memory-read and memory- 
write commands received from the semaphore controller. In the case 
of a memory-read command, the memory controller reads the requested 
data and transmits the data read back to the processor originating 
the read request. 

Figure 3, which is a block diagram of the semaphore 
controller 20 shows a formatter circuit 30 adapted/to receive and 
format commands from the input queue 22 including memory access 
requests. The formatter circuit 30 provides a tagger circuit 31 
with a single formatted request word containing only relevant data 
bits required by that circuit for request processing. The tagger 
circuit 31 comprises a single-request buffer 311, a hold-control 
circuit 312, and a content addressable hold-register bank 313. 

The primary function of the tagger circuit 31 is to compare 
a single incoming memory request with a plurality of previous 
requests stored within the hold-register bank 313. The single 
formatted request in the single-request buffer 311 is tagged by 
setting a bit in an H- field if it is matched with a corresponding 
address in the hold-register bank 313. The match of a request 
address with an address in the hold-register bank 313 corresponds to 
a conflict with an open semaphore. Open semaphore requests that 
would be added to the hold-register bank 313 but cannot be added 
because the hold-register is full, are also tagged by setting a bit 
in an F-field in the single-request buffer 20. These requests are 
later added to the hold-register bank 313 when space becomes 
available. All tagged and untagged requests are temporarily stored 
in the temporal -ordered buffer 32. Formatted input commands placed 
in the single-request buffer 311 are passed on to the temporal - 
ordered buffer 32 having the two additional tag bits concatenated to 
the original request word. These bits include the tagging 
information corresponding to either an address match or to a full 
state of the hold-register bank. The single-request buffer 311 is 
connected to receive hold-control signals 314 provided by the hold- 
control circuit 312 and to signals 315 provided by the hold-register 
bank 313. The hold-register bank 313 and the temporal -ordered 
buffer 32 are each coupled to the single-request buffer 311 via 
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signal lines 316 and 317 to receive a single request in dependence 
upon control signals 314 and 318 respectively. The hold-register 
bank 313 also receives signals from the temporal -ordered buffer 32 
via signal lines 33. Both the hold-register bank 313 and the 
s temporal -ordered buffer 32 are content-addressable memory banks. 
The temporal -ordered buffer can never overflow as it is capable of 
handling a maximum number of requests, where the maximum number is 
equal to the number of processors which may access the shared 
memory. The number of entries in the temporal -ordered buffer 32 is 
io equal to the number of requests outstanding. Each processor 14 is 
limited to one outstanding request at any given time. Thus there is 
always space in the buffer for an incoming request. A buffer- 
control circuit 34 comprised of logic gates has the primary function 
of sequencing and controlling data stored within the temporal- 
is ordered buffer 32 and provides control signals to the temporal - 

ordered buffer 32, the hold-control circuit 312, and to a release- 
control circuit 35. The release-control circuit 35 is a logic 
circuit adapted to allow access to the shared memory in response to 
a buffer-control signal 37 and in dependence upon the state of bits 
20 stored within the temporal -ordered buffer 32 as explained later. 
Implementation of the circuit of the invention is within the skill 
of the ordinary designer once instructed by the present description 
and may be realized using off the shelf components. 

25 The operation of the circuit will be described in 

conjunction with figures 1 to 3 and figure 4 which illustrate the 
form of the data format associated with the formatter circuit 30, 
the hold-register bank 313, the single-request buffer 311 and the 
temporal -ordered buffer 32. In the instance that a processor 14 

30 requests access to a data structure stored in one of the shared 

memory modules 12, a request is transmitted to the respective input 
queue associated with that shared memory module 12. The formatter 
circuit 30 receives each incoming memory access request in a first- 
in first-out (FIFO) fashion and converts" the request into a 

35 condensed request by stripping off unwanted information (such as 
burst length) not essential to the semaphore controller 20. The 
removed information is stored in a small random access memory (RAM 
not shown) along with the processor identification for later 
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processing by the memory controller 21. The memory controller 21 
may later access the RAM when the memory access is performed. The 
condensed format includes three primary information fields. The 
first of these fields corresponds to the starting address of the 
block of memory for which access is requested. Each starting 
address of a requested block typically corresponds to a starting 
address of a data structure. Memory read and write requests are 
frequently performed in a burst mode and not in single word mode. 
Burst mode provides for multiple words to be read from or written to 
memory as a burst of memory accesses to an entire data structure. 
The second field includes information related to the type of 
request. The third field corresponds to the identification number 
of the particular processor 14 that is requesting access to a data 
structure stored within the memory 12. 

The tagger circuit 31 receives incoming commands from the 
formatter circuit 30 in the form of memory read or write requests 
which do not require a semaphore to be opened, memory read and open 
semaphore requests, memory write requests requiring a semaphore to 
be closed, and semaphore release requests. A grant of a semaphore 
related to a data structure provides assurance that other requestors 
will be excluded access to that data structure or block of memory 
within a shared memory until the grant is rescinded. 

Each incoming formatted request is stored in the 
single-request buffer 311. Logic circuitry within the hold-control 
circuit 312 then compares the request start address of the requested 
block of memory located in shared memory in the single request 
buffer 311 with all of the addresses in the hold-register bank 313. 
Each address stored within the hold-register bank 313 has associated 
with it an open semaphore condition. A processor which has been 
granted an open semaphore corresponding to a particular block of 
memory has exclusive access to that bl.ock of memory. If the start 
address in the single request buffer 311 matches one of the 
addresses in the hold-register bank 313, and the request is a write 
request corresponding to an open semaphore condition, the single- 
request buffer is tagged as matched and the hold-control circuit 
sets a bit in the single request buffer in an °H" bit field 



representing one of two tag bit fields concatenated to the incoming 
command. Setting the bit in the n H rt bit field corresponds to a 
condition where a current request in the single-request buffer 
requires access to a data structure coincident with an open 
semaphore on the same data structure. When the W H" (hold) bit is 
set, the buffer-control circuit maintains the current request in the 
temporal -ordered buffer at least until the open semaphore for the 
same data structure becomes released, at which time the current 
request which has been held in abeyance may be processed. When a 
semaphore becomes released, the corresponding start address of the 
data structure is removed from the plurality of addresses stored 
within the hold-register bank 313. If the start address in the 
single-request buffer 311 does not match with an address in the 
hold-register bank 313 and the request is a write request 
corresponding to an open semaphore condition, the request is added 
to the plurality of addresses stored in the hold-register bank 313 
if there is a free register available. In. this case, the "H" bit is 
cleared and the request is forwarded to the temporal -ordered buffer 
32. Such a request will not be held in abeyance in the temporal - 
ordered buffer 32 but will be processed by the buffer-control 
circuit 34 in first-in first-out (FIFO) order along with other 
requests of the same class. In general, write requests generated by 
any requesting processor are to be preceded by an exclusive access 
request corresponding to an open semaphore condition, copying the 
request Into the hold-register bank 313 so that all write requests 
have been cleared by the mechanism heretofore described, for 
accessing the data structure. The assumption of a preceding 
exclusive access request simplifies the hardware significantly 
because all write requests can be allowed through to the temporal - 
ordered buffer 32 instead of only the write requests belonging to 
the processor holding the semaphore that controls a particular data 
structure. 

All memory read and semaphore requests in the 
single-request buffer 311 are compared against the addresses 
currently in the hold-register bank 313. If an address match is 
found (indicating an open semaphore for the data structure 
associated with that address), the "H" bit for that request is set 



10 



and the request is forwarded to the temporal -ordered buffer 32 where 
it is temporarily held. 

If the hold-register bank 313 is full of valid 
entries, and there is no available register, an open semaphore 
request in the single-request buffer 311 is passed on to the 
temporal -ordered buffer 32 and the second tag bit denoted by "F tt is 
set, indicating that the request must be held in abeyance at least 
until a free register is available in the hold-register bank 313. 
When a register becomes available, the request is added to the 
plurality of addresses stored within the hold-register bank 313 thus 
opening a new semaphore. 

The temporal -ordered buffer 32 performs buffering on the 
following classes of requests memory read requests not requesting 
semaphores but in conflict with open semaphores in the hold-register 
bank 313 and waiting for the semaphore to be released; semaphore 
requests which must be added to the stored addresses corresponding 
to semaphore requests stored within the hold-register bank but which 
cannot be added to the hold-register bank 313 because an open 
semaphore requesting the same address block exists; semaphore 
requests which may not be added to the semaphore requests stored 
within the hold-register bank as the hold-register bank is 
temporarily full; and commands which may be processed and granted 
memory access by the release-control circuit 35, one at a time in a 
FIFO order. 

Requests residing in the temporal -ordered buffer 32 may 
only be released by the release-control circuit 35 which clears the 
hold bit. The overall condition for grant of access to a data 
structure is that the request has both tag bits cleared. Requests 
within the temporal -ordered buffer 32 are selected and then 
extracted by the release-control circuit 35 one at a time and 
forwarded to the memory controller 21 if the tag bits are cleared. 
The memory controller 21 upon receiving the request in the form of a 
word comprising the address field of the requested data structure, 
the associated processor's identification number, and the type of 
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memory command to be executed, performs the action associated with 
that request. 

The release semaphore command is the only hold related 
command which is not handled by the hold-control circuit 312, The 
release semaphore command is handled after the commands come out of 
the temporal -ordered buffer 32 by the release-control circuit 35 in 
order to avoid sequencing problems. If the release was handled by 
the hold-control circuit 312, a command such as a release command 
included in the same command as a write command may result in a 
protected data structure having an open semaphore associated with 
it, being read. Coincident with the release of an open semaphore is 
the removal of the respective request from the hold register bank 
313. Typically, when a pending open semaphore request is waiting in 
the temporal -ordered buffer 32, and a semaphore associated with the 
same data structure has been released, the pending semaphore request 
is stored with the other addresses within the hold-register bank 313 
and the "H" bit in the temporal -ordered buffer 32 is cleared. Thus, 
the temporal -ordered buffer provides a mechanism to temporarily 
store requests until conditions are met for them to be granted. The 
temporal -ordered buffer further provides a means of eliminating 
polling by processors awaiting a grant. When memory access to the 
data structure is not prohibited due to an open semaphore or to a 
full hold register bank 313, the request is processed in a first-in 
first-out order. 

It should be realized that the circuit of the invention 
including the tagger circuit 15, but excluding the temporal ordered 
buffer 32, may be advantageous in a system where processors provide 
for polling the semaphore controller circuit 20. 

Of course the invention is not limited to the environment 
of a telecommunications system but could be used in other data 
handling systems wherein exclusive access by a processor to a data 
structure is required. 
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Numerous other modifications, variations and adaptations 
may be made to the particular embodiment of the invention described 
above without departing from the scope of the claims. 
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CLAIMS 

1. In a data handling system having a plurality 
of processors each capable of accessing discrete data structures 
within a shared memory, a method of managing the shared memory and 
for controlling the exclusive access to a data structure within the 
memory by one of the processors, the method comprising the steps of: 

(a) storing a plurality of addresses in a memory bank, each address 
being a starting address of a data structure and corresponding to an 
open semaphore; 

(b) comparing the starting address of a requested data structure 
with the addresses in the memory bank to determine the presence of 
an open semaphore for the requested data structure; 

(c) granting memory access to the requested data structure if the 
starting address of the requested data structure is not in the 
memory bank and if a semaphore is not required; 

(d) if the starting address of the data structure is not in the 
memory bank, opening a semaphore by storing the starting address of 
the requested data structure into the memory bank if a semaphore is 
required; and 

(e) if the starting address of a requested data structure matches 
an open semaphore in the memory bank, temporarily storing the 
starting address of the requested data structure until the 
corresponding open semaphore becomes closed at which point access to 
the requested data structure is granted. 

2. The method of managing the shared memory and for 
controlling the exclusive access to a data structure within the 
memory by one of the processors, as defined in claim 1 wherein 
several requests temporarily stored which have no corresponding open 
semaphores will be granted access one at a time in first-in first- 
out order. 
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3. In a data handling system having a plurality of processors 
each capable of accessing a shared memory containing discrete data 
structures, a method of managing the shared memory and for 
controlling the exclusive access to a data structure within the 
memory by one of the processors, the method comprising the steps of: 

(a) storing a plurality of addresses in a memory bank, each address 
being a starting address of a data structure and corresponding to an 
open semaphore; 

(b) " comparing the starting address of a requested data structure 
with the plurality of stored addresses, a match corresponding to an 
open semaphore for the requested data structure; 

(c) setting a first tag bit in a designated bit field associated 
with the starting address of the requested data structure thereby 
tagging the memory request to indicate the presence of an open 
semaphore if the starting address of the requested data structure 
matches an address in the memory bank; 

(d) setting a second tag bit in an other designated bit field 
associated with the starting address of the requested data structure 
to indicate a full bank of stored addresses if a semaphore is 
required for the requested data structure; 

(e) storing the tagged request in a buffer; 

(f) granting memory access to any of the buffered requests in an 
ordered manner, any request being granted only if neither of the tag 
bits associated therewith are set; 

(g) storing memory requests residing within the buffer in. the 
memory bank and unsetting the tagging bits in the tag-bit fields 
within the buffer for the corresponding request if a semaphore is 
required and if the memory bank is not full and if no open 
semaphore exists within the memory bank for the requested data 
structure; 
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(h) unsetting the first tag bit corresponding to any request within 
the buffer if no semaphore is required for that request and if no 
open semaphore exists within the memory bank; and 

5 (i) repeating step (f). 

4. In a data handling system having a plurality of 
processors each capable of accessing a shared memory containing 
discrete data structures, a method of controlling access by one of 

io said processors to any one of the data structures within the shared 
memory if the data structure is not being accessed by another of the 
processors, the method comprising the steps of: 

(a) comparing the starting address of the requested data structure 
15 with a plurality of starting addresses stored in a memory, each of 

the starting addresses being associated with a respective data 
structure of the shared memory; 

(b) granting memory access to the requested data structure and 

20 storing the starting address of the requested data structure in the 
bank of addresses if the starting address of the requested data 
structure does not match any of the starting addresses in the bank 
of addresses; and 

25 (c) repeating step (a) if memory access was not granted in step 
(b). 

5. In a data handling system having a plurality of 
processors each capable of accessing discrete data structures within 

30 a shared memory, a circuit for managing the shared memory and for 
controlling memory access by one of the processors to any of the 
data structures within the memory, comprising: 

a memory bank for storing a plurality of addresses, each 
address being a starting address of a data structure and 
35 corresponding to an open semaphore; 

means for comparing the starting address of a requested 
data structure with the addresses in the memory bank to determine 
the presence of an open semaphore for the requested data structure; 
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storage means for temporarily storing the starting address 
of the requested data structure until a corresponding open semaphore 
stored in the memory bank becomes closed; and 

means for granting memory access to the requested data 
structure if the starting address of the requested data structure is 
not in the bank of addresses, and for granting memory access to the 
requested data structure upon a corresponding open semaphore 
becoming closed. 

6. In a data handling system having a plurality of 

processors each capable of accessing discrete data structures within 
a shared memory, a circuit for managing the shared memory and for 
controlling the exclusive access to a data structure within the 
memory by one of the processors to any of the data structures within 
the memory, the circuit comprising: 

a memory bank for storing a plurality of addresses, each 
address being a starting address of a data structure and 
corresponding to an open semaphore; 

means for comparing the starting address of a requested 
data structure with the addresses in the memory bank to determine 
the presence of an open semaphore for the requested data structure; 

control logic circuit for storing the starting address of 
the requested data structure into the memory bank and opening a 
semaphore if a semaphore is required and if the starting address of 
the data structure is not in the memory bank; 

a buffer for temporarily storing the starting address of 
the requested data structure until a corresponding open semaphore 
becomes closed; 

a buffer control circuit for maintaining a predefined order 
of the requests within the buffer; and 

a release control circuit for granting access to the 
requests in the buffer, one at a time. 

7- In a data handling system having a plurality of 

processors each capable of accessing discrete data structures within 
a shared memory, a memory management circuit for controlling the 
exclusive access to a data structure within the memory by one of 
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said processors to any one of the data structures within the shared 
memory, the circuit comprising: 

a request buffer for temporarily storing the 
starting address of a requested data structure; 

a register bank coupled with the request buffer for storing 
data structure starting addresses corresponding to open semaphores; 

a hold logic circuit coupled to the request buffer, the 
register bank, and to a buffer control circuit, the hold logic 
circuit including means for setting a plurality of bits within the 
request buffer and including means for comparing the starting 
address of the requested data structure in the request buffer with 
the addresses stored in the register bank corresponding to open 
semaphores; 

a buffer for temporarily storing the requests to 
data structures, said buffer responsive to the request buffer and 
the buffer control circuit, said buffer control circuit for 
maintaining a predefined order of the requests within the buffer; 
and 

a release control circuit responsive to the buffer control 
circuit and to the temporal ordered buffer for granting access to 
the requests in the buffer, one at a time. 

8- A method of managing a shared memory and for 

controlling exclusive access to a data structure within 
the memory by one of a plurality of processors, 
substantially as herein described with reference to and 
as illustrated in the accompanying drawings, 

A circuit for managing a shared memory and for 
controlling exclusive access to a data structure within 
the memory and for controlling exclusive access to a data 
structure within the memory by one of a plurality of 
processors , substantially as herein described with 
reference to and as illustrated in the accompanying 
drawings . 
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